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Data Security – Is your data secure?

Who is the threat and why health 

industry data?
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Source – OAIC Notifiable Data Breaches Report January – June 2023
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Source – OAIC Notifiable Data Breaches Report July – December 2021
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Source – OAIC Notifiable Data Breaches Report January – June 2023
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Data Security – Is your data secure?

Common cyber threats 

#1 Compromised Credential Attacks

• Phishing

• Malware

• Brute Force Attack

• Compromised or stolen credentials

Mitigated by

• Staff training

• Web filtering

• Email filtering

• Strong password policies

• Multi factor authentication

• Business continuity and disaster recovery 

plan

Image Source OwnZap Infsec
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Source: helpnetsecurity.com/NordPass
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Passphrase Security – Is your data secure?

2022

• HnEcCpHn (8 Characters – 22 Minutes)

• Gr33nFr0g$$ (11 characters – 400 yrs)

• T3rrib!eCoFF33 (14 characters – 200m yrs)

• Be5Tpresent@tionevR (19 characters – 7qd yrs+)

2023

• HnEcCpHn (8 Characters – 28 Seconds)

• Gr33nFr0g$$ (11 characters – 3 years)

• T3rrib!eCoFF33 (14 characters – 1m yrs)

• Be5Tpresent@tionevR (19 characters – 26tn yrs+)
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Images Source: Daily Mail.co.uk
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Data Security – Is your data secure?

#2 Ransomware

Ransomware is a type of malware designed to prevent or 

limit access to a user’s system by locking the screen or 

files until a ransom is paid.

Mitigated by

• Staff training

• Web filtering

• Email filtering

• Application whitelisting

• Business continuity and disaster recovery plan

Image Source: Adobe Stock
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Source – Australian Cyber Security Centre - Cyber Threat Report 2020-21
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Data Security – Is your data secure?

• Security software – Is it fit for purpose and updated?

• Secure Messaging – Is it used to send & receive or just receive? 

Should you have capability for both?

• Are you sending or receiving encrypted eReferrals?

• What do you use email for and do any emails you send or receive 

contain patient information? 

• Fax/eFax – Is your fax secure? Does your eFax use email and if so 

is this secure or encrypted?

• IT Hygiene – USB’s and other mediums 

• Are staff trained and regularly updated about cybersecurity?

Image source: dataversity.net
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Source: Malwarebytes
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User permissions

• Do they allow staff to work effectively within their job scope? 

• Who requires administrator level access & who doesn’t?

Software

• Keep all software up to date and running on the latest version. 

• Don’t unduly delay software upgrades (CMS/OS/BIOS/Drivers).

Backups

• Are they done daily and stored offsite?

• Cloud storage vs Physical Drive.  

• What is backed up?

• Secondary Server.

• Have you tested your data recovery from your backup?

Image Source: Adobe stock
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Policies & Procedures

• Digital Health Access Policy (PHN Commissioned Service Providers)

• Privacy Policy/ My Health Record Security & Access/Secure 

Messaging/Social Media/Email & Internet/Data Records/Password 

Policy

• Does what you say you do in your Policies & Procedures Manuals 

match what you actually do day to day?

IT Consultants/Suppliers

• Do you use an IT supplier or do you do it yourself?

• Do your IT consult with you or do the work and send an invoice?

• Do you or your manager know your IT administrator passwords?

• Does your IT Consultant work for you or do you work for them?
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Scenario 1:

Break in and theft of IT hardware (server &/or hardware) - On 

premise server and clinical management system

• Purpose of theft (Data theft/ransom/fraud)

• Prevention - Practice Security and IT storage (alarm 

system/monitored alarm system/key access/server storage (locked 

room with deadlock or under a desk).

• Password access – 40% of respondents in the GP HTDCS stored 

passwords on paper, in notebooks or a word document.

• SLA’s with ITMSP – replacement IT hardware and/or operating 

environment time/data recovery time/what is backed up/where is the 

backup stored (is it password protected and/or encrypted)? Can 

ITMSP do what they say they can do? Has it been tested?

• What is the likely downtime and what would be the impact of that 

downtime? Business Interruption Insurance coverage?

• Who to advise Police/ITMSP/PHN/Insurance/Staff/OAIC.
Image Source: serverguys.com.au
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Scenario 2:

Break in and theft of IT hardware – Cloud based server and 

clinical management system

• Actual theft of IT equipment – Hardware

• Purpose of theft (Data theft/ransom/fraud)

• Prevention - Practice Security and IT storage (alarm 

system/monitored alarm system/key access)

• Password access – 40% of respondents in the GP HTDCS 

stored passwords on paper, in books or a word document

• SLA’s with ITMSP – Replacement IT hardware time/data 

recovery time/what is backed up/where is the backup stored (is 

it password protected and/or encrypted). Can ITMSP do what 

they say they can do? Has it been tested?

• What is the likely downtime and what would be the impact of an  

that downtime? Business Interruption Insurance coverage?

• Who to advise Police/ITMSP/PHN/Insurance/Staff/OAIC.

Image source: Adobe Stock
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“Importantly, consent is not just about getting a signature on a form,

rather it is about a process of shared decision-making. As another

colleague recently put it: “The thing we need to understand about

informed consent is that it’s about the conversation, not the form. It’s not

about a tick list to ensure you’ve disclosed every conceivable risk, it’s

about understanding the patient and what is materially relevant to them

and working through that with the patient.””

Source: avant.org.au

Consent needs to address three aspects:

• Capacity — who can give informed consent?

• Disclosure — what information do patients need?

• Voluntariness — are they giving consent freely?
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Capacity

Having decision-making capacity means that a patient can:

• understand the facts involved;

• understand the main choices;

• weigh up the consequences of the choices;

• understand how the consequences affect them; and

• communicate their decision.

Disclosure

A clinician needs to discuss a procedure or proposed treatment and 

provide information in regard to any associated benefits and risks as 

they relate to the patient.

Voluntariness

A patient must be free to make a decision in regard to a procedure or 

treatment without undue pressure or influence.

Image Source Illawarra 

Shoalhaven LHD
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Children/Minors 

When can a child or minor provide consent?

• The law presumes competence for capacity at age 18 and in South 

Australia age 16.

• However, before reaching 18 years of age (16 in SA) a child can be 

deemed a ‘mature minor’ which is referred to as Gillick Competent. 

• When deciding if a child is Gillick competent a clinician should 

consider the child’s age, the nature of the proposed 

treatment/procedure and their understanding of this including possible 

effects or side effects.

Medicare

• At age 14 parents no longer have access to their child’s Medicare 

claims history online.

• Children can have their own Medicare card at age 15.
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My Health Record

• A parent or guardian will have control over a child’s MHR until they 

turn 14. After that time a child who can prove to the ADHA that they 

are a mature minor can have control over their own MHR. 

• At age 14 the child’s parents and guardians are automatically 

removed from their MHR. 

• Children can give access to their MHR to a parent or guardian.

Clinicians and My Health Record

• Do you need a patient’s consent to access their MHR?

Patient control of their My Health Record

• What control does a patient have over their MHR?
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Legislation 

Privacy Act 1988 was introduced to promote and protect the privacy of

individuals and to regulate how Australian Government agencies and

organisations with an annual turnover of more than $3 million, and some

other organisations handle personal information.

The Privacy Act covers some small business operators (organisations 

with an annual turnover of $3 million or less), including:

• a private sector health service provider — an organisation that 

provides a health service includes:

• a traditional health service provider, such as a private hospital, a day 

surgery, a medical practitioner, a pharmacist and an allied 

health professional

• a complementary therapist, such as a naturopath and a chiropractor

• a gym or weight loss clinic

• a child care centre, a private school and a private tertiary 

educational institution

https://www.oaic.gov.au/privacy/the-privacy-act/health-and-medical-research
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Privacy Policy

• Your Privacy Policy should outline how you collect, treat patient data 

and who has access to it.

Right of access to information collected – Patient 

• Patients have a right to their own health data or file under the privacy 

legislation.

• This includes reports from 3rd parties

Right of access to information collected – 3rd Parties

• 3rd Parties have no right to anyone’s data (including My Health 

Record) without a valid authority. 

• 3rd Parties includes employers, insurance companies, law 

enforcement agencies, partners/spouses, children and parents 

(depending on the age of the child).

• Valid authority from a patient can be written or verbal.

• My Health Record does have a ‘break glass’ condition
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Right of access to information collected – 3rd Parties

• In NSW a Power of Attorney/Enduring Power of Attorney does not 

provide for access to health information.

• In NSW an Enduring Guardianship appointment only provides for 

access after the individual loses capacity.

• Access without consent can occur via subpoena, summons, when 

legislatively required or in certain emergency situations such as the 

‘Break Glass’ feature in the MHR.
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Data Breaches 

What are Notifiable breaches?

• A data breach happens when personal information is

accessed or disclosed without authorisation or is lost. If the

Privacy Act 1988 covers your organisation or agency, you

must notify affected individuals and the OAIC when a data

breach involving personal information is likely to result in

serious harm.

What is the process to follow after a data breach

• OAIC - Notifiable data breaches

• Data breach preparation and response

https://www.oaic.gov.au/privacy/notifiable-data-breaches
https://www.oaic.gov.au/__data/assets/pdf_file/0017/1691/data-breach-preparation-and-response.pdf
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my health app



W H AT  I S  T H E  M Y  H E A LT H  A P P ?

29

my health lets you view key health 

information that you, your healthcare 

providers or representatives have 

uploaded to My Health Record. 

Before you can begin you'll need:

1. a myGov account already linked to My 

Health Record and

2. to have accessed My Health Record 

at least once through a web browser

To download the app search for “my 

health gov” in the Apple App Store or 

Google Play Store”. Once downloaded, 

follow the prompts and start exploring!

PHN © 2023
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30PHN © 2023



my health has been built with your security in mind. Set up 

a secure 6-digit PIN in addition to your device’s biometric 

security (e.g., fingerprint/Face ID). You can change your 

PIN in the account page of the app.

If you know or suspect your PIN has been compromised, 

or if you have any other concerns about the security of 

your my health app, you should change your PIN 

immediately.

my health will automatically log you out of the app if you 

haven’t used it for 5 minutes.

PHN © 2023 31

I S  M Y  I N F O R M AT I O N  S E C U R E ?



A C C E S S I B I L I T Y

PHN © 2020 Editable Document Title 32

The guidelines have three levels of accessibility (A, AA 

and AAA). The my health app aims to achieve level 

AA. 

The Australian Digital Health Agency has a robust 

accessibility assurance process.

Please visit the ADHA website to find out more.

https://www.digitalhealth.gov.au/myhealth


my health app – What is in my health app? – YouTube

• https://www.digitalhealth.gov.au/myhealth

• Or use this QR code

PHN © 2020 Editable Document Title 33

O N L I N E  R E S O U R C E S

https://www.youtube.com/watch?v=wZgHKzlnCME&t=3s
https://www.digitalhealth.gov.au/myhealth


R E S O U R C E S

Australian Digital Health Agency

• https://www.digitalhealth.gov.au/healthcare-providers

• https://www.digitalhealth.gov.au/healthcare-providers/training-and-

support/cyber-security-training-and-support

• https://training.digitalhealth.gov.au/login/index.php

• Backups - Prepare for an emergency (digitalhealth.gov.au)

Australian Cyber Security Information Commissioner

• https://www.cyber.gov.au/

RACGP

https://www.racgp.org.au/

Allied Health Professionals Australia

• https://ahpa.com.au/

Avant

• https://www.avant.org.au/

Office of the Australian Information Commissioner

• https://www.oaic.gov.au/
Image Source: Adobe Stock

https://www.digitalhealth.gov.au/healthcare-providers
https://www.digitalhealth.gov.au/healthcare-providers/training-and-support/cyber-security-training-and-support
https://www.digitalhealth.gov.au/healthcare-providers/training-and-support/cyber-security-training-and-support
https://training.digitalhealth.gov.au/login/index.php
https://aus01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.digitalhealth.gov.au%2Fsites%2Fdefault%2Ffiles%2F2020-11%2FBackups-Prepare_for_an_emergency.pdf&data=05%7C01%7Cpmullen%40thephn.com.au%7C74a51982ab9f4179039108db8331c567%7C6711edbb78524a5b922074d7566d142d%7C0%7C0%7C638248022011981952%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=fpb%2FqiopI73zBy%2FTuZ6ptvsHY2KR2brX4sqWJKB8MOQ%3D&reserved=0
https://www.cyber.gov.au/
https://www.racgp.org.au/
https://ahpa.com.au/
https://www.avant.org.au/
https://www.oaic.gov.au/
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Have I been pwned

The PHN Digital Health Toolbox

See your identity pieced 

together from stolen data 

(ABC)

R E S O U R C E S

The PHN Newsletter

https://haveibeenpwned.com/
https://thephn.com.au/what-we-do/digital-health
https://www.abc.net.au/news/2023-05-18/data-breaches-your-identity-interactive/102175688
https://www.abc.net.au/news/2023-05-18/data-breaches-your-identity-interactive/102175688
https://www.abc.net.au/news/2023-05-18/data-breaches-your-identity-interactive/102175688
https://thephn.com.au/news
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