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> Email / Mail

> SMS and Mobile

> Data checking

> Vexatious receptionist behaviour

> Vexatious patient behaviour

> Cyber

Privacy breaches
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Poll Question

> Have you ever had to notify that there has been a data breach

A. to the patient

B. to the Privacy Commission

C. to both of the above

D. never had to notify
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PRIVACY BREACH case study

Questions:

When do you have to notify and what does that mean?

What evidence will you be able to produce if you do 
have a claim / notify?
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Email / Facsimile / Mail
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• Who can send

• What can be sent

• Who can it be sent to

• Address confirmation

• Consent confirmation

• Identify patient

• Document

• Defence building blocks – written 

system / training



DOUBLE CHECK – C.A.N.D.O
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STOP!!!!
Consent – pt or third party

Address – pt or third party

Name, DOB Address - all pages

Document

Ongoing review



> Consent

> Security at the receiving end

> What is sent

> Alert receptionists

SMS Communication
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Data Checking
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Name, DOB, Address, ? Telephone

• Ask don’t tell

• Photo identification

• Pt entry

• Paper form



Vexatious Behaviours
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• Evidence of training

• Evidence systems

• Confidentiality statements

• Privacy Policy



> Security confirmation (RACGP 

Information Security Guidelines)

https://www.racgp.org.au/running-a-

practice/security/protecting-your-

practice-information/information-

security-in-general-practice/introduction

> Confirmation from IT support

> Backup taken off site and away from 

server 

> Cloud security confirmation

> Restore from backup performed
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Cyber attack

https://www.racgp.org.au/running-a-practice/security/protecting-your-practice-information/information-security-in-general-practice/introduction


Poll Question

> Should you have notified a data breach?

A. to the patient

B. to the Privacy Commission

C. to both of the above

D. never had to notify
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Take Home Message
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• Document your systems

• Train your team and keep evidence

• Know your systems and how they work

• Review what your people are doing

• Think before you send / fax / post

• Its very easy to complain

• What you do reflects the credibility of your 

practice



Avant Medico-legal Advisory Service: 1800 128 268


