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What is NASH?

National Authentication Service for Health (NASH) is a Public Key Infrastructure (PKI) solution
introduced in 2012 and is used by healthcare provider organisations and supporting organisations
to:

* Authenticate and securely access digital health services
* Digitally sign documents and other transactions

* Encrypt health information for secure exchange
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What are the changes to the NASH certificate

 The NASH certificate is changing from a SHA-1 to SHA-2
What is a SHA-2 certificate — a higher encryption certificate to allow better
privacy and security.

* From 20th September 2021, NASH SHA-2 certificates were available in
Healthcare Provider Online Services (HPOS) to request and download. There
are over 10,000 certificates due for renewal on the 13t March 2022.

 When an organisation renews an existing NASH certificate, HPOS will assign
either a SHA-1 or SHA-2 certificate based on whether their software version is
SHA-2 ready.




* |In anticipation of the transition, healthcare provider organisations are
encouraged to update a new version of their clinical software.

* QOrganisations can also view the NASH SHA-2 readiness register to check
whether their current software product and version has been assessed by

the Agency to be ready for NASH SHA-2.

 nash-sha-2-readiness-reqgister.pdf (digitalhealth.gov.au)

 The option to receive a SHA-1 certificate will no longer be available after
13 March 2022.



https://www.digitalhealth.gov.au/sites/default/files/documents/nash-sha-2-readiness-register.pdf

Prior to renewing or requesting a NASH certificate

Before healthcare organisation apply for a NASH certificate, they must:

The Healthcare organisation is registered in the HI Service
The user has a Provider Digital Access (PRODA) account linked to HPOS.

Ensure the right person logs into their individual PRODA and HPOS account to request the
certificate.

This can only be the Responsible Officer (RO) or the Organisation Maintenance Officer (OMO)

Ensure the organisation knows when their existing NASH certificate expires (see Certificates
tab).

Ensure the organisation knows which software product and version number they are
currently using and updates if needed.



https://www.servicesaustralia.gov.au/organisations/health-professionals/services/medicare/healthcare-identifiers-service-health-professionals/managing/create-and-manage-records-organisation-staff#a3
https://www.servicesaustralia.gov.au/organisations/health-professionals/services/medicare/healthcare-identifiers-service-health-professionals/managing/create-and-manage-records-organisation-staff

Create a new Organisation Maintenance Officer (OMO)

To create a new OMO, you need to:

select My programs from the main menu in HPOS
select Healthcare Identifiers and My Health Record
select Healthcare Identifiers — Manage existing records
select the organisation you'd like to amend

select My Organisation Details

select the OMO tab

select the Manage Maintenance Officers link

select Add

select Add new OMO

complete the mandatory fields then select Add
select Confirm.




How to check when your NASH certificate is due to expiry.

Option 1 Option 2

Check NASH expiry date in HPOS
(this will only show if the previous NASH was requested through HPOS)

Brief example - HPOS Certificate TAB J/‘I'Q
You need to: . \‘g

Log onto PRODA
select Go to service on the HPOS tile Type | n ce rtmg I -MSC

select My programs
select Healthcare Identifiers and My Health Record Select Personal file

select Manage healthcare identifiers Select Certificates
View the Issued to panel to find the file called general 800362

Look at experation date.

select the required organisation record

select the Certificates tab.




How to request or renew a
NASH PKI certificate




! Australian Government PRODA
% Services Australia Provider Digital Ace
Profile | Services | Organisations | Logout

Privacy Notice

By linking to any of the online services below, you agree that your personal and / or your
organisation’s information (including your organisations’ personnel details) may be shared
with the relevant department or agency to determine appropriate access to their online

system.

My linked services

2 Health Professional

Go to service Link identifiers




Health Professional
Online Services

Hello MR OMO One Automation BM

Your last logon was on 23 March 2018 at 10:52 AM

My programs

Messages
My details




Click on the ‘Healthcare Identifiers and My Health Record’ tile

ﬂ .:I My prugrdm:’

My programs

Authorised Recipient Department of Veterans' Healthcare Identifiers and Practice Incentives Program
Affairs (DVA) My Health Record (PIP)

Therapeutic Goods Workforce Incentive
Administration (TGA) Program (WIP) - Practice
Recall/Hazard Alerts Stream




Click on ‘Healthcare Identifiers — Mange existing Records’

rograms » Healthcare Identifiers and My Health Record

Healthcare Identifiers and My Health Record

Healthcare Identifiers - Register Allied Healthcare Identifiers - My Health Record -
Health Professional Register Seed Register Organisation
Organisation

Healthcare Identifiers

Manage existing
Records




2. Select ‘My organisation details’

2 Health Professional

Online Services

Where are you?

0 access tha Hl Sendce, we nead 10 know which
Choose the haalthcars provider argarssation from the st dispdayed below

Healthcare peovider individuale may entar the HPI-O number of an existing organisation if it 8 not Ssplayed on the list

Input HPL-O number

HPLO number

Seloct an organisation

Ovganisation name Address
25 NEWMAN MORRIS CIRCUIT OXLEY ACT 2903
MOLUIES WAY DONDINGALONG N
DYER STREET BONNER A
UKASTREET BONNER A&

E DYER ST BONNER ACT 2014

Q

you may be required to first select the
organisation that you would like to manage
certificates for

If you are linked to multiple organisations

Health Professional
Online Services

Healthcare identifiers

You can access some parts of the Healthcare Identifiers Service through HPOS. The services available are below

Visit HI Service for more information.

HI Services available

Search HI for organisation

Search HI for provider individua

Australian Government




2. Open ‘Certificates’ tab

Organisation snapshot

The details for this organisstion are displayed below.
To meke updates, amend the information and select "Submit

For details of your network, select Network map .

T I I I S T T I S T -

Certificate details

Certificate Type Distinguished Name RA Number Certificate Expiry Date

There are no cerfificates for this arganization.

Link existing PK] cerificate
Reguest a Medicare PK| site Cerlificate
Reguest a MASH PKI site cerfificate

5 The ‘Certificates’ tab is where details of any existing certificates, including a current NASH expiry date, will be displayed

Australian Government

Anstralian Digital Health Agency




3. Request a NASH certificate

* Blue hyperlink - ‘Request a NASH PKI site certificate’ where there is no existing active NASH certificate
e o e e L O T T ] ] s

Certificate details

Certificate Type Distinguished Name Cenrtificate Expiry Date

There are no cenificates for this onganisation

Lirk audsting PK] cenificate

Request a Medicare PRl she Cerificate
e

Lequest @ NASH PEI siie cerificate

* Blue hyperlink - ‘Renew’ if the existing certificate is within its renewal period (certificates that expire up
until the 13" March 2022, can be renewed from the 20" September 2021)

Cartificate datails

Certificate  Distinguished Name R Certificate Status  Action
Type Number Expiry Date

MASH CM=general 800 362156669594 19 id_electronichealth net. au O=5Services X .
Australiadhedivdf dc=800362 15666994 79, dc=id dc=electronichealth, dc=net dc=AU 1234567 3011221 ACW@

Australian Covernment

Anstralian Digital Health Agency




3. Complete the request form

Request NASH PKI Site Certificate

All secure massaging services are SHA-2 ready, so please select the options below based on your clinical information system or other software product. We highly
recommend that you update youwr software product to the latest NASH SHA-2 ready version O
er——
—
-

Please select your software product and version from the list of SHA-2 ready product versions below . »
= : ‘ Iti for r
If your product and version are not listed, please indicate this under the | cannot select my product because™ option and the system will give you a NASH t Sd gOOd ’dea or users to

SHA-1 Certificate
heuocer read the text at the top of the
If you have multiple software products (apart from secure messaging), please select "multiple products™ under the | cannot select my product because

(.\pls::n ar e system will give you .' NASH SHA-1 Certificate page WhiCh exp'ains how to
@ If you are not sure ct, please contact your s Z
use this request form

For more information pl

You need 1o make sure you understand your organisation's Jalons, N agroeing to the Terms and Conditions

All required flelds are marked with an asterisk *

*Software Product

or

| cannot select a product because
*Secure Hash Algorithm

*Policy 1D

*Mobile Number (we will SMS your Personal
Identification Code (PIC) to this number)
New Mobile Number

*If you have an existing NASH certificate,
please confirm that you agree for us to revoke
it after S0 days
*Terms and Conditions L
By checking the box and clicking the "Save Changes™ button on this page, you acknowledge and agree that
you are duly authorisad to legally bind the Organisation’s legal entity; and
ntity agrees to be legally bound by
. ve Terms and Co f L

- . applicable), and

To view Cenrtificate px_wi:(_y documents click her

| Save changes Reset || Cancel changesf Paas;
——— e oo Australian Government

Australian Digital Health Agency




New HPOS steps for requesting and renewing NASH certificates

®5elect Request or Renew - (if existing certificate is within
renewal period)

PRODA

Provider Digital Access New HPOS steps for requesting/renewing NASH certificate

@ Select your software product from the list to get
/3 Health Professional a SHA-2 NASH certificate

P - pap—
£ 2SS

Software product not listed or multiple products?
Renew your NASH certificate the list’ to receive a SHA-1 NASH and download your
Select ‘My Programs’ certificate —=  new certificate and

Select ‘Healthcare Identifiers and My contact your

Health Record’ I @ Or choose ‘I need a certificate for software vendor

Select ‘Healthcare Identifiers -
i HAa=-1
Manage existing Records’ ms.gp:: le?' toreceive a s
Click on your business name
Select ‘My organisation details’
Go to ‘Certificates’ tab ® Or choose ‘I wish to select SHA level
explicitly’ to select either a SHA-1 or
SHA-2 certificate

Sstralian Covermment
Australinn Digital Health Agency




3a. Complete the request form: For SHA-2 ready software products

Bequest NASH PKI Site Certificate

All secure messaging senices are SHA-2 ready, so please select the options below based on your dinical information system or other software product. 'We highly
racommend that you update your software product to the latest NASH SHA-2 ready version
s Plaase salect your software product and version from the list of SHA-2 ready product versions below

o I your product and warsion are not listed, please indicale this under the " cannol select my product because”™ oplion and the system will give you a MASH

SHA-1 Certificate

If you have multiple software products (apart from secure messaging), please select "multiple products™ under the °| cannot select my product becawss"
option and the system will give you a NASH SHA-1 Certificate

o If you are not sure what to select, please contact your software developer
For more information please click har

You need to make sure you understand your organisation’s obBgations, including agrasing to the Terms and Conditions

All requirad fields are marked with an asterisk ”
*Software Product BpVIF net (also known as VIP.net) version 2.1,526 or higher

or

| cannot select a product because

*Secure Hash Algorithm SHA-2 »

“Policy ID 1.2.36.174030067.1.20.1.1
“Mobile Number [we will SMS your Personal | 0410000000 ~
Identification Code [PIC) to this number)

MNew Mobile Mumber

“If you have an existing MASH certificate, ~

please confirm that you agree for us o revohe
it after B0 days

“Terms and Conditions
By checking tha box and chcking the “5awe Changes™ button on this page, you acknowledge and agres that
o you are duly authorised to legally bind the Organisation’s legal enlity, and
o the Organisation’s legal entity agrees to be lagally bound by
. the Terms and Conditions of Use
- tha Relying Party Agreement (if applicable), and
. the Certificate Policy

To view Cenificate policy documents click here

Save changes |FEF:Rﬁ1| Cancel changes.

."I.l.l!lmlhll f:un-o:rllulgrll

Australian Digital Health Agency




3. Review certificate request status and click ‘Submit’

Organisation snapshot

The details for this organisation are displayed below
To make updates, amend the information and sedec

For details of your network. select Network mag

Certificate details

Certificate Type Distinguished Name

RA Number
Thare are no cartificates for this organisation

Certificate Expiry Date Status

NASH PKI Certificate for Organisation request details

Status Software Product Secure Hash Algorithm  Policy 1D Mobile Number Action
ABC Health System Solutions10 ' SHA- 1.2 36 174030567.1.20 0410000000

Validation complete - ready to submit request Delete

i

Check if you have an existing PK site certificate before requesting @ new one You can link that certificate to the HPI-O 10 access the Hi Service

Link existing PKJ certificata
Reguest a Medicare MKl site Cactificate

Request a8 NASH PKI site cedificate

Saftwars Product Carificate Page *Only use if diracted to by suppart teams*

Privacy Note

Youwr parsonal information is protected by law, including the Privacy Act 198€ collecte

the administration and oparation of PKI the HI Sarvice and the My Health R

d by Services Australia for purposes relating to the provision of healthcare, including

Youw Inforrmstion may be used by the agency or given 1o other parties for the puposes of resesrch, investigation or whese you have agreed or I & required or suthorised t
can gat mora information about the way in which tha agency will manags |

your parsonal information. inciuding our privacy policy. To view this information pleasa click hars
py from the agency

| Eubmit || Cancel

Q

to select the ‘Submit’ button

You may need to scroll down

Australian Government
Australian Digital Health Agency




4. Use Personal Identification Code (PIC) to download Certificate
[ summary | servioss | Names | comacts | aoesses | Eis | owo | weriims | weo | cerumes JEESRERS

Certificate details

» When the certificate is ready to download
Certificate  Distinguished Name RA Mumber Certificate Status Action . ) )
Type Expiry Date you will receive a text message to the mobile

NASH  Ch=general 8003620833339638 i elecironichealih net au, O=seed new 226026371 ﬁ-.:li-.-
changed de=B00362083333% 38 de=id de=electronichealth dc=ned de=AlL o7iDazs HEvoRe number []II'CI"'.."]dEd inthe regu est form. The

‘i Chack il you have an axisting PRI sile cartilicals balore requesting & new ons. You can link thal cemificats 1o the BP0 o access the H Sardoe, Sta t U 5 i 5 r'E'ﬂE CtE d EIS fACT iq'u"lE‘II i n th E H PD 5

Link axisnireg PH] certilicale

Request a Medicare P¥)| sita Cartificale Ce rtlfl ca tE 5 ta b

Requast a NASH PRI site carificate

Salware Product Cedilicate Page *Only uss T directed 15 by support beams* . Click the blue h'ly'pEr”ﬂk rI:]{:]I||||.IIIT'|Iﬂ'ati‘l tG SE]"u"E

Canos

SMS text message sent to specified the file to your computer.
number.

Your NASH certificate for HPI-O » Contact your software vendor for support
is ready to download
through HPOS. It is available for 30 installing the certificate, using the PIC code
. days. Your PIC is . .
To recover the PIC contact the HPOS Help in the text message
- Desk: 1800 723 471

== |t generally takes up to 1 hour (at most, 1 business day) for your certificate to be available to download

TIP: Save your certificate file to a folder that is easily accessible by your software vendor when it is time for installation.

Anstralinn Gaovernment
Anstralinn Digitsl Heslth Apency




Helpful contact information

MASH Certificates

*  Phone: 1800 700 199 and select Option 1
* Monday to Friday, 8 am to 5 pm AWST.
* Email: ebusiness@servicesaustralia.gov.au

PRODA

*  Phone: 1800 700 199 and select Option 1
*»  Email: proda@servicesaustralia.gov.au

Healthcare Identifiers Service
* Phone: 1300 361 457 Monday to Friday, 8:30 am to 5:00 pm AEST
*  Email: healthcareidentifiers@servicesaustralia.gov.au

HPOS
*  Phone: 132 150 Monday to Friday, 8 am to 5 pm AWST.
= Option & - electronic claiming or Health Professional Online Services (HPOS)

0

The Agency's NASH transition website (including the SHA-2 Readiness Register)

Australian Geavermment
Australinn Digital Health Agency
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Healthy People, Healthy Communities

Quality Improvement
Framework

Diabetes

Immunisation

Mental Health Practice Management
and MBS

Accreditation

LUMOS Data Linkage
Project



mailto:shordern@thephn.com.au
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Questions ?
&

THANK YOU

Healthy People, Healthy Communities



