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▪ Context behind the My Health Record education 

session for Commissioned Service Providers

▪ What is My Health Record?

▪ Understand the benefits of using My Health Record

▪ What systems & securities are in place to protect the 

information stored in the My Health Record system?

▪ How to register your organisation for My Health 

Record

▪ How the PHN supports Service Providers

▪ Q&A
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Service Agreement Terms and Conditions

Provider Toolkit

The PHN acknowledges that the My Health Record (MHR) is a key element of digital 

enablement and using it is a core requirement for commissioned services.

HNECC Service Agreement Terms and Conditions require our service partners to: 

• Supply Patients/ Carers/ Consumers with relevant information about MHR regardless 

of whether the organisation is eligibility to register and use the platform

• To register to use MHR if eligible (this includes eligible sub-contractors)

• To access, upload and viewing MHR via conformant practice software

• At a minimum, be registered to view MHR via the National Provider Portal

• Implement a MHR Security and Access policy for the organization (aka Digital Health 

Policy)

• Educate staff on how to use MHR 

https://hneccphn.imgix.net/assets/src/uploads/images/Service-Agreement-Terms-and-Conditions-Effective-April-2022-1.pdf
https://thephn.com.au/what-we-do/commissioning/provider-information-toolkit
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National Digital Health Strategy – roadmap for delivery
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The big picture



What is My Health Record?

An online 
summary of 

an individual’s 
key health 

information

Part of a 
national 
system

Personally 
controlled

Accessible at 
all times

Protected



How are healthcare providers using My Health Record?

March 2022



What is inside?



My Health Record – benefits 

Specialists can benefit from My Health Record through: 

• Quick and easy access to key health information that has not been 
received directly 

• Less administrative burden gathering patient information 

• Improved clinical decision making through access to patient- specific 
information 

• Avoidance of duplicating tests, scans and diagnostics 

• Access to information that can inform end-of-life care decisions. 



Authority to use My Health Record 

Providers who have a legitimate reason to access the system (e.g. provide care to a patient) 
are authorised to do so subject to the patients access controls.

Authority to view Authority to upload

A provider is authorised by law without seeking 
consent each time to view a My Health Record if:

1. The provider is permitted by the organisation
to access the My Health Record 

2. The provider is accessing in order to provide 
healthcare to the patient (You must not view 
if providing an insurance/pre-employment 
assessment)

A provider is authorised to upload except when:

1. The patient does not want the document to be uploaded

2. First time uploading a Shared Health Summary (should agree 

with patient on Nominated Provider relationship)

3. Certain State or Territory laws require consent to upload 

certain sensitive health information



Medicines 
Information 

View

Medicare
overview

Pathology 
reports 

overview

Diagnostic 
imaging 
reports 

overview

Provider documents

• Shared health summaries

• Discharge summaries

• Pathology reports

• Diagnostic imaging

• Event summaries

• Prescription records 

• Dispense records

• Pharmacist Shared               

Medicines List (PSML)

• Specialist letters

• Goals of care

Consumer documents

• Personal health summary

• Personal health notes

• Advance care planning docs         

and custodian details

• Emergency contacts

• Childhood development 

Medicare documents

• MBS and PBS claims

• Organ Donor Register status

• Australian Immunisation Register             

(AIR) records 

My Health Record - documents

Immunisation 
Consolidated

view



Medicines information in My Health Record

Medicines Information View  – Medicines tab

Medicines information can be found in:

• Dispense records (pharmacies)

• Prescribing records (general practices, specialists)

• Medicare/PBS information (Services Australia)

• Shared health summaries (general practices)

• Discharge summaries (hospitals)

• Event summaries (all healthcare providers)

• Personal health summary (entered by the patient)

• Pharmacist Shared Medicines List (pharmacies)



Immunisation information



Pathology & Diagnostic Imaging reports overview in My Health Record

https://www.myhealthrecord.gov.au/about/who-is-using-digital-health/diagnostic-imaging-and-pathology-providers-uploading-my-
health

https://www.myhealthrecord.gov.au/about/who-is-using-digital-health/diagnostic-imaging-and-pathology-providers-uploading-my-health


Initiation of a professional
DR CAROL TAN

MR PAUL JONES

DR CAROL TAN

DR KAVITA SINGH

DR KAVITA SINGH

Medicare documents



Shared Health Summary



Event Summary



Specialist Letter



Adding value to clinical practice
Which My Health Record functions that add value to practice

Medicines Information View 

Shared health and discharge summaries

Pathology and diagnostic imaging reports

Advance care planning documentation

Medication reconciliation tasks/prescribing

History taking and patient assessment

Avoid duplicate testing / scans / diagnostics

Help to inform end-of-life care decisions

Clinical task My Health Record function



My Health Record privacy & security



My Health Record security

• Many safeguards are in place 

to protect the My Health 

Record system.

• These include strong 

encryption, firewalls, secure 

login processes and audit 

logging.

• The Agency’s Cyber Security 

Centre monitors the system.

• Health information in the 

system is protected by 

legislation. 

• Significant penalties apply for 

deliberate misuse.

• All data within the My Health 

Record system is stored 

securely in Australia.

• External software goes 

through a conformance 

process before it is allowed 

to connect.



Patient control of their My Health Record

A patient can choose to 
restrict access to specific 

documents in their      
My Health Record by 

setting a Limited 
Document Access Code 

(LDAC).

Only organisations 
approved in the LDAC 

can access those 
documents

A patient can 
restrict access to 

their entire record 
using a Record 

Access Code (RAC).  

In a consultation, 
the patient will 

need to give you 
the code to allow 

access to their 
record. 

Patients can 
choose to receive 
an SMS or email 

alert when a 
health provider 

organisation 
accesses their   

My Health Record

In an emergency, a 
clinician can exercise 
a ‘break glass’ facility 
to allow temporary 

access

All instances of 
access to                

My Health Record 
are monitored and 

logged



How does My Health Record work?

Providers Patients
Upload 
via 
myGov

View via hospital 
applications/ 
conformant 
software / National 
Provider
Portal

Upload via hospital 
applications/ 
conformant software

View via myGov / 
authorised apps



My Health Record in practice

National Provider Portal (NPP)

Register of Conformity   
www.digitalhealth.gov.au > Get started with digital health > What is digital Health > 
Who is using digital health >  Software products using digital health

Clinical Information System (CIS)
conformant with My Health Record

http://www.digitalhealth.gov.au/


How to get connected and start 
using My Health Record?



Before you begin – My Heath Record Policy

o The practice must create an Access and Use Policy prior to registration. It is a legislative requirement 
that a My Health Record Security and Access Policy be implemented as described in the My Health 
Records Rule 2016.

o This policy must be created before registering for My Health Record. Template policies have been created by peak 
bodies and can be accessed below:

o RACP

o RACGP

o Alternatively the practice can create their own policy. Resources can be found here.

o The policy should be accessible to all staff using MHR. The policy should be reviewed annually and 
updated regularly, with a new document number for each version.

https://www.racp.edu.au/docs/default-source/fellows/resources/my-health-record-system-security-and-access-policy-template.docx?sfvrsn=7b43fc1a_0
https://www1.racgp.org.au/getmedia/6971164e-dd57-484a-a20e-c015a486381e/My-Health-Record-policy-template-February-2020.docx.aspx
https://www.myhealthrecord.gov.au/for-healthcare-professionals/howtos/security-practices-and-policies-checklist


Ensure there is My Health Record 
security and access policy 

Ongoing participation and 
obligations

Confirm the process to 
access My Health Record 
for authorised staff

Register and get 
connected to  

My Health Record

My Health Record – what do I need to do?

Training for staff and ensure they 
are familiar with policies in place



Get connected and start using My Health Record 

• Contact the Agency Help Line (ask for the specialist connection support team)

Email:   connections@digitalhealth.gov.au

Phone: 1300 901 001

• Contact your local Primary Health Network (PHN) and request support

https://www1.health.gov.au/internet/main/publishing.nsf/Content/PHN-Locator

https://www1.health.gov.au/internet/main/publishing.nsf/Content/PHN-Locator


Useful resources



Further information and support

My Health Record

Web:         www.myhealthrecord.gov.au

My Health Record Help line: 1800 723 471 (select 2 for providers)

Australian Digital Health Agency

Web:   www.digitalhealth.gov.au

Email: help@digitalhealth.gov.au

Agency help line: 1300 901 001

Australian Digital Health Agency

@AuDigitalHealth

@AuDigitalHealth

http://www.digitalhealth.gov.au/


Digital Health Foundations

Peter Mullen – Digital Health Officer



WHAT IS DIGITAL HEALTH?

2

"A disruptive and transformational approach to the delivery of healthcare, with a focus on 

engaging and empowering patients, activating caregiver networks and understanding that 

patients are increasingly behaving as consumers of healthcare. 

Digital health provides us with a toolbox of technologies and techniques that support the 

development of new, innovative patient and caregiver-centred models of care, driving improved 

engagement, accessibility, quality, safety, efficiency and sustainability into all corners of the 

health system."



I N T R O D U C T I O N  T O  D I G I TA L  H E A LT H  T O O L S

Data Security – Is your patient data secure?

• Security software – Is it fit for purpose and updated?

• Secure Messaging – Is it used to send & receive or just receive? 

Should you have capability for both?

• Are you receiving encrypted eReferrals?

• What do you use email for and do any emails you send or receive 

contain patient information? 

• Fax/eFax – Is your fax secure? Does your eFax use email and if so 

is this secure or encrypted?

• Remote access – Who has remote access, where are they 

accessing from, and is this secure?

• Are staff trained and regularly updated about cybersecurity?



I N T R O D U C T I O N  T O  D I G I TA L  H E A LT H  T O O L S

User permissions

• Do they allow staff to work effectively within their job scope? 

• Who requires administrator level access & who doesn’t?

Passwords

• Are they changed regularly?

• Are they complex?

Software

• Keep all software up to date and running on the latest version. 

• Don’t unduly delay software upgrades (PMS/OS).



I N T R O D U C T I O N  T O  D I G I TA L  H E A LT H  T O O L S

ePrescribing

• Token based scripts

• Active Script Lists

• Require a NASH Certificate

eRequesting (Pathology & Imaging)

• Reduces error rates 

• Results can be upload to My Health Record

• PMS providers and Pathology/Imaging companies are growing this 

offering. Check with your various providers is this is something you 

and your patients can take advantage of.



I N T R O D U C T I O N  T O  D I G I TA L  H E A LT H  T O O L S

Backups

• Are they done daily and stored offsite?

• Cloud vs External Drive.  

• Secondary Server.

• Have you tested your data recovery from your backup?

Website

• Does it represent your organisation in a positive way?

• Is it engaging and informative?



I N T R O D U C T I O N  T O  D I G I TA L  H E A LT H  T O O L S

Policies & Procedures

• Social Media/Email & Internet/Secure Messaging/My Health 

Record/eScripts/Data Records/Privacy Policy

• Does what you say you do in your Policies & Procedures Manual 

match what you actually do day to day?

IT Consultants/Suppliers

• Do you use an IT supplier or do you do it yourself?

• Does your IT supplier have specific health industry knowledge?

• Do they consult with you or do the work and send an invoice?

• Do you or your manager know your IT administrator passwords?

• Does your IT Consultant work for you or do you work for them?
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Questions?

Information contained in this presentation has been sourced from both the ‘Australian 

Digital Health Agency’ and the ‘My Health Record’ websites. 

Information is current and accurate at the time of presentation creation (June 2022).
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Further support

My Health Record helpline

Phone: 1800 723 471 (option 2)

Healthcare Identifiers (HPI-Is, HPI-Os, IHIs)

Phone: 1300 361 457

Email: healthcareidentifiers@servicesaustralia.gov.au

Digital credentials (Medicare certificates, NASH PKI certificates)

eBusiness Service Centre

Phone: 1800 700 199

Email: ebusiness@servicesaustralia.gov.au

PRODA Help

Phone: 1800 700 199

HPOS Help

Phone: 132 150

Clinical software technical support

Contact your clinical software vendor

For help with:

•clinical software technical support and trouble shooting (error messages)

•installing NASH PKI certificates

Peter Mullen

PHN Digital Health Officer

Phone: 02 6763 9966

Samantha Dunne

PHN Digital Health Officer

Phone: 02 4088 

Email: digitalhealth@thephn.com.au

Amanda Martin

Manager – Commissioned Services

Email:  AMartin@thephn.com.au

mailto:healthcareidentifiers@servicesaustralia.gov.au
mailto:ebusiness@servicesaustralia.gov.au

